The proliferation of enterprise wireless network raises the security concern in any organization despite the unarguable benefits it brings about. At the same time, the initiative to migrate from IPv4 (Internet Protocol version four) to IPv6 (Internet Protocol version six) is gaining momentum across the globe to resolve the IP address depletion problem as well as reaping the benefit of it. This research proposes a new scheme to manage IPv6 addresses in an enterprise wireless local area network (WLAN) which may be incorporated into DHCPv6 (Dynamic Host Configuration Protocol for IPv6) software. In this scheme each user is assigned a dynamic IPv6 address that is generated cryptographically. Each time a user tries to access the network, different IPv6 address will be given which is generated using CFB (Cipher Feedback) mode of AES (Advanced Encryption Standard) algorithm, whereby there is a one-to-many reversible mapping between user and IPv6 addresses. In this way, it is possible for the network administrator to identify users in real time from their IPv6 address although a user's IP address regularly changed. Dynamically changing IP address will impede an external network adversary's effort to track user's online behavior, thus enhancing privacy.
Introduction
IP address management is one of the important aspects of network management to improve the security and enforce the network policy set up by organizations of Nashrul Hakiem · Akhmad Unggul Priantoro · Mohammad Umar Siddiqi · Talib Hashim Hasan Faculty of Engineering, International Islamic University Malaysia, Kuala Lumpur, Malaysia e-mail: {g0729261@student.,unggul@,umarsiddiqi@, talib@}iium.edu.my today. In WLAN environment a feasible solution is to use DHCP server to automate the IP address assignment whenever a network client wants to connect to the network. DHCP server assigns IP address to requesting client from the pool of IP address configured by the network administrator. Even though a DHCP server may keep records of which IP address is assigned to which client and when, it is a tedious task for a network administrator to identify user from the log. Whenever traffic anomaly or policy breach or internally-generated security threat, it is difficult to pinpoint the culprit. Expensive devices and software as well as the expert opinion must be called upon for investigation. This research proposes a new scheme to manage IPv6 addresses in an enterprise wireless local area network (WLAN). In the proposed scheme, each user is assigned an IPv6 address which is generated cryptographically. In our proposal the objective of cryptographically generating address is to assert user's address ownership by the network administrator (non-repudiation of address). Each time a user tries to access the network, different IPv6 address will be given to the user which is generated cryptographically. This will also enhance the security and privacy of end users since they can not be tracked by their IP addresses by external network adversaries, i.e., network adversary external to the local area network, This becomes an important issue since in IPv6, the Internet is an end-to-end transparent network, unlike in IPv4 whereby users are mostly hidden behind a firewall [1] .
The remainder of this paper is organized as follows. Section 2 describes briefly the background related to this research. Section 3 explains the proposed IP address generation mechanism. Section 4 gives the simulation results. Section 5 concludes the contribution of this paper.
Background
In IPv6, 128 bits are used to specify the address of a node which format is shown in Figure 1 .
Fig. 1 IPv6 address format
The first 48 bits are allocated for network address which is globally unique, thus globally routable. The following 16 bits are allocated for subnet prefix within a network to allow network administrator defining the desired internal network hierarchy. The remaining 64 bits are allocated for Interface Id for nodes. This proposal focuses on a mechanism to generate this Interface Id in order to simplify the IP address management in enterprise WLAN.
